The field of attosecond nanophysics, combining the research areas of attosecond physics with nanoscale physics, has experienced a considerable rise in recent years both experimentally and theoretically. Its foundation rests on the sub-cycle manipulation and sampling of the coupled electron and near-field dynamics on the nanoscale. Attosecond nanophysics not only addresses questions of strong fundamental interest in strong-field light-matter interactions at the nanoscale, but also could eventually lead to a considerable number of applications in ultrafast, petahertz-scale electronics, and ultrafast metrology for microscopy or nanoscopy. In this perspective, we outline the current frontiers, challenges, and future directions in the field, with particular emphasis on the development of petahertz electronics and attosecond nanoscopy.
Ultrafast electronic dynamics of solid-state materials, particularly under light excitation, are of great interests both fundamentally and practically due to the wide applications of optoelectronic devices, such as transistors, photovoltaics, or photodetectors. While conventional semiconductor-based optoelectronic devices are operated based on the light intensity, lightwave-based petahertz electronics describe the manipulation of charge carrier dynamics by the electromagnetic field of light owing to the precisely controlled carrier-envelope phase (CEP) in few-cycle laser pulses at few and sub-femtosecond time scales [1, 2] . The driven ultrafast electronic dynamics, induced by intense few-cycle pulses, could occur at time scales of 10-1000 attoseconds (1 as = 10 −18 s) [3] [4] [5] . For instance, attosecond light pulses can be created in gases as a result of the highly nonlinear high-harmonic generation (HHG) process, where electron photoionization of gas atoms is restricted to a time window much shorter than a half-cycle of the oscillation of the driving laser light field, typically on the order of sub-100 as for optical frequencies [6, 7] . While the lightwave-induced strong-field processes in gas-phase atoms and molecules have been under intensive investigations, leading to the birth of attosecond physics (see e.g. [3, [8] [9] [10] [11] [12] [13] [14] ), the exploration of lightwave-driven petahertz electronics in condensed matter at conditions of extreme nonlinearity is still in its early phase and has become an emerging field of research. Lightwave electronics in solids, i.e. dielectrics, semiconductors and metals, involves characteristically different and richer electronic dynamical processes due to their complex band-structure [15] . Current research monitors light-field driven electron motions in solids mostly through either optical signal detection, e.g. HHG [16] [17] [18] [19] [20] [21] or pump-probe experiments [22, 23] ; detection of the emitted electrons [24] ; or light-induced current sampling [25] [26] [27] [28] . Moreover, there are even proposals to detect topological order in topological insulators [29] [30] [31] or properties of strongly correlated electrons in solids [32] using HHG. With the ability to control electronic dynamics in solids on attosecond time scales, the development of lightwave electronics holds promise for realizing ultrafast signal processing devices at frequencies up to the petahertz regime (1 PHz = 10 15 Hz) [1] .
The development of light-driven petahertz electronics is inherently connected to solid state nanophysics in two ways. First, the natural length scale of electron motion on the few attosecond time scale is on the order of Lightwave-induced attosecond electron dynamics at nanostructures: An incident laser pulse induces enhanced nanoscale near-fields around the apices of the nanostructures, which can trigger ultrafast currents as well as highharmonic generation. Ultrafast current can originate from photoemission either directly from the nanostructures or from the valence band of the embedding medium. Moreover a nonlinear polarization of the medium can also induce a current between the nanostructures. High-harmonic generation in the medium occurs when the electrons are transferred to the conduction band and strongly accelerated by the driving laser pulse, either when they experience the non-parabolicity of the conduction band or by subsequent recombination with the parent hole. Both processes promise interesting applications and are used as a tool in attosecond metrology on the nanoscale. one nanometer. Second, for the development of petahertz integrated circuits, the devices have to be both on nanometer length scales and be based on non-resistive processes, such as ballistic electron transport. Nanomaterials or nanostructured solids provide an excellent basis for the development of lightwave-driven electronics. Specifically, nanomaterials with tailored structure at extremely small scale possess unique electronic properties that can hardly be seen in bulk materials; for example, the strong quantum confinement effects and the greatly enhanced non-trivial quantum properties of semiconducting nanowires [33] [34] [35] , quantum dots and semiconductor arrays [36] [37] [38] , two dimensional materials [39, 40] , topological insulators [41, 42] , etc. Meanwhile, the strongly enhanced local electric field and its spatial inhomogeneity, through plasmonic effects or scattering, with the presence of artificial nanostructures dramatically modify the behavior of light-matter interactions, resulting in peculiar field-driven electronic dynamics at nanometer spatial scales (for recent reviews see Refs. [43, 44] ). As schematically shown in Fig. 1 , the enhanced local field at the nanostructures is strong enough to induce nonperturbative nonlinear processes in the material, such as HHG in solids or electron emissions either from the nanostructures or from surrounding atoms, which could be subsequently driven by the lightwave and measured as electric current in the nano-circuit or collected by a separate electron detector or spectrometer. The exploration of the interaction between extremely short laser pulses with down to attosecond durations and nanomaterials or nanostructured solids, which has been termed attosecond nanophysics, has strong implications not only in petahertz electronics development, but also in achieving supreme space-and time resolutions in microscopy; for instance, attosecond near-field sampling has been demonstrated for sampling and reconstructing nanoscale near-field distributions on attosecond timescales [45] . Attosecond nanophysics poses a tremendous theoretical challenge in terms of modeling electronic dynamics as a result of quantum confinement effects in the material and the associated strong field processes induced by the near-field. Particularly, the treatment of spatially inhomogeneous field-driven processes needs to take into account the higher multipole orders of photon-electron coupling terms [44, [46] [47] [48] . The field of light structured beams is developing rapidly recently. Such laser beams have topological properties themselves involving the light orbital momentum and polarization (cf. [49, 50] ). HHG with structured beams has very special properties [51] [52] [53] [54] that open plethora of possible applications. Combining the structured light beams with atto-nanophysics is thus especially challenging.
Studies of attosecond physics on the nanoscale were initiated more than a decade ago with the demonstration of strong-field effects on nanostructures, such as laser-triggered field emission from nanotips [55] [56] [57] [58] and the demonstration of strong-field photoemission induced by laser irradiation [59] [60] [61] . It has been shown that the highly nonlinear tunnelling photoemission process of metallic nanotips or nanostructures and thus emitted individual electron bursts can be finely tuned by changing the CEP of the incident few-cycle laser pulse on the attosecond time scale [62] [63] [64] . Several applications have been, therefore, derived from these studies including ultrafast microscopy [65] [66] [67] [68] , ultrafast light-driven electron-ics such as light-driven diodes [69] , and metrology for reconstruction of propagating light properties, including the CEP of few-cycle pulses [70] .
Recent research has provided new opportunities for the development of petahertz electronics and attosecond nanoscopy. For example, HHG can be seen in emerging two dimensional materials [71, 72] and in different artificial nanostructures [73, 74] ; ultrafast light-field driven currents, as can be seen in bulk dielectrics or wide bandgap materials, has also been measured in monolayer graphene [75] . In addition, the development of HHG by MHz-repetition rate lasers makes attosecond photoelectron emission microscopy (Atto-PEEM) possible, a technique which combines the advantages of attosecond time resolution from the attosecond streaking spectroscopy technique [76, 77] with nanometer scale spatial resolution from photoelectron microscopy [59] . Finally, ultrafast electron pulses, which in principle offer sub-nanometer resolution, is another frontier in attosecond metrology applications [78, 79] . This perspective is organized in two major parts: first, the recent development and potential of attosecond metrology for petahertz electronics applications is reviewed, which includes HHG using nanostructures as potential ultracompact XUV sources (subsection A) and ultrafast light-field induced currents in nanostructures (subsection B); Secondly, the progress, challenges, and potential of attosecond nanoscopy based on photoemission streaking spectroscopy (subsection A) and based on ultrafast electron sources (subsection B) is discussed.
PETAHERTZ ELECTRONICS
High-order harmonic generation with nanostructured solids and applications Nanostructures were initially utilized for enhancing HHG in gases, which was expected to provide the potential for realizing HHG at MHz-repetition rates [81] [82] [83] [84] . However, it has later been shown that the observed MHz-rate XUV light generated in the vicinity of nanostructures originates from incoherent atomic line emission rather than actual HHG [73, 83, 84] . The major problem here is that the effective volume, in which field enhancement takes place for HHG (≈ 10 −15 mm 3 ), is much smaller than that in conventional HHG (≈ 10 −2 mm 3 ). Therefore far fewer gas atoms could effectively contribute to the signal, which cannot be compensated by the increase in the repetition rate [85] . HHG in solids, which contain a much higher atomic density, could circumvent this problem.
In recent years, HHG in solids has been studied intensively [16] [17] [18] [19] [20] . Different from gas-based HHG, which can be well described by the classical three-step model [8] , the generation mechanism of HHG in solids becomes much more complex involving inter-and intra-band electronic dynamics [86] . Therefore, the classical three-step model is no longer well-suited since both of the electron and hole dynamics within the entire Brillouin zone of the crystal need to be considered [21] . Practically, HHG in solids exhibits distinct features compared to that in gases. For instance, the HHG spectrum is sensitive to the crystal symmetry and band structure, which allows the appearance of even-order harmonic emission and permits the reconstruction of the band structure from the measured results. And since the bandgap of solids is much smaller than the ionization potential in noble gas atoms, HHG can be observed at lower laser pulse energies with sub-µJ-level. On the other hand, however, considering the fact that the emitted XUV radiation can be re-absorbed shortly after its creation depending on the type of crystal and emitted photon energies, in many cases, only the last few nanometers of material of a bulk sample finally contribute to the far-field radiation. Nevertheless, considerable HHG flux can be achieved due to the extremely high atomic density in solids [86] [87] [88] .
High-harmonic generation in nanostructured solids has recently been demonstrated by several groups [71-73, 80, 89] . In the case of solids combined with plasmonic nanostructures, thanks to the resonantly enhanced local electric field, significant increase of HHG emission can be seen, see e.g. Fig. 2 (a) and (b) [80] . A further demonstration of HHG intensity enhancement has been shown with tapered nano-waveguides, see Fig. 2 (c)-(d) [73] . Here, the field enhancement at the tapered nanocone is induced by surface plasmon polaritons (SPP) propagating at the interface between the outer gold layer and inner sapphire (see panel (c)). In a different approach [74] , the surface of semiconductors was tailored in different ways, either to manipulate the divergence properties of the highorder harmonic radiation, e.g. via Fresnel zone plates, as shown in Fig. 2 (f) and (g), or to use the field enhancement for HHG at lower input intensities. The focalspot size generated by the Fresnel zone plates was almost diffraction-limited, and integrating the generation and focusing step could allow for very compact devices. Finally, HHG emission from an all-dielectric metasurface was recently demonstrated [90] . There, the interplay between a bright (radiating) and a dark (non-radiating) mode led to drastically increased HHG emission, and characteristic resonance effects. Since the field is directly enhanced in the structure itself, a larger volume can contribute to the HHG signal, an advantage that is also increasingly being used in nanostructure-enhanced perturbative (second or third) harmonic generation [91] . The ability to tailor the solid surface opens the door to design and tune the generated harmonic emission beams with desired properties, such as certain polarization states [92, 93] , different orbital angular momentum (OAM) content of the harmonic radiation [94] [95] [96] by simple laser excitations and more elaborate beam-shaping schemes with structuredlight for short-wavelength sources, which is currently still unavailable.
One of the main limitations, however, is that the enhanced electric field might damage both the structure itself and the solid substrate, at the laser intensities required for HHG [80, 97] . Therefore, the enhancement ef-fects on HHG can be gradually undermined; for example, it has been reported that damage of the plasmonic nanostructure reduces the HHG yield over time by one order of magnitude [73] . The major damage mechanism at intensities below direct laser ablation, as shown by several studies, is due to the heating induced by electric field inside the nanostructure and the less efficient heat conduction within and away from the interaction region [97] [98] [99] . Therefore, careful design of the nanostructures for HHG is required by taking into account the optically-induced heating damage. To this end, the alldielectric metasurface with low losses at optical frequencies is, in principle, promising; though optical damage could still occur [90] . The development of waveformcontrolled few-cycle sources at longer wavelengths [100] [101] [102] [103] [104] will also help reduce optical damage for most materials, due to lower excitation photon energies and consequently suppressed multiphoton excitation and ionization processes [21] .
The development of HHG in solids, particularly with nanostructures, is expected to lead to the realization of the next generation of ultracompact XUV light sources, which could be applied to, e.g., scanning attosecond microscopy, with up to MHz repetition rates obtained directly from the unamplified femtosecond pulses of laser oscillators.
Ultrafast currents from nanostructures and applications
Light-field induced currents can be measured in strongfield photoemission from metallic nanostructures and in solid-state materials, particularly dielectric materials and it is the combination of both that will form the foundation of light-driven petahertz electronics. Strong-field photoemission from nanostructures, such as nanotips [55] [56] [57] [58] and nanofilms [107] [108] [109] , have been studied for over a decade. The control of electron emission on attosecond time scales, by tuning the CEP of few-cycle pulses was first discussed in 2007 and has been studied intensively ever since [59, [62] [63] [64] . It has been shown that the energyresolved spectra of photo-emitted electrons in the regime close to the cutoff energy are strongly modulated by the CEP, which can be used to retrieve the position-resolved absolute phase of a laser beam [70] . More recently, experiments have shown that the total electron yield from a single junction [105] or from an array of nanostructures [106] is also CEP dependent, see Fig. 3 . The control of current flowing across the junctions by the laser pulse's CEP carries great potential in ultrafast current switching for the realization of petahertz electronics. Moreover, the fact that these experiments were performed under ambient conditions without any vacuum apparatus opens up more general applications.
The discovery of controlled ultrafast currents in dielectrics has evoked substantial interest in recent years [25] [26] [27] [28] . The attosecond response of dielectrics and widebandgap semiconductors, even without resonant photoexcitation of interband transitions, primarily results from light-induced strong-field effects, which permit unprecedentedly fast electronic switching at optical frequencies (PHz) with low heat dissipation [1] . The studies of petahertz electronics and related devices are still in an early phase. Light-driven electronic devices fabricated from dielectrics materials, such as fused silica (SiO 2 ) [25] , quartz, sapphire [110] , calcium fluoride (CaF 2 ) [111] , and wide-bandgap semiconductors, such as gallium nitride (GaN) [28] , exhibit CEP-dependent photocurrent induced by few-cycle laser pulses. As one of the appli-cations, a solid-state light phase detector that is able to measure the absolute CEP of few-cycle laser fields has been demonstrated [27] . Other types of devices, for instance, the petahertz diode [112] and optical memory devices [113] have been theoretically proposed, however, have not yet been realized. In the meantime, attosecond spectroscopy measurements on these materials has revealed the strong light field induced electronic dynamics at frequencies up to multi-PHz [26, [114] [115] [116] .
There are several challenges that need to be overcome. First, the field-dependent signals in currents from nanostructures, that have been demonstrated so far, are rather weak, on the order of 10 −4 of the total signal [106] and the single-shot field-dependent measurement has not yet been realized, while the potential limitations of spacecharge effects are still not well understood. Furthermore, miniaturization of ultrafast current switches down to the few nanometer scale, which means short distances between gates, seems to be not only beneficial in terms of integrated devices, but is also necessary to fully exploit the speed-up in switching rate by avoiding communication delays. Such a down-scaling ultimately requires to overcome the diffraction limit and is still to be demonstrated. Moreover, for an implementation of PHz electronics, an increase of clock rate from the currentlydemonstrated switches employing kHz sources is required. However, controlled few-cycle light waveforms are, so far, only available with MHz-rate, and a further increase in repetition rate would demand corresponding developments in femtosecond laser technology. Finally, similar to nanostructure-enhanced HHG, optically induced damage mainly due to heat deposition, is expected to be one of the major obstacles. Therefore, the creation of strong electric fields with low energy input pulses is necessary.
In order to down-scale the devices and to couple the exciting light into the nanoscale devices, nanoplasmonic systems, which confine electromagnetic energy down to sub-wavelength length scales, seem to be very promising. Near-field enhancement moreover reduces effectively the required input laser pulse energies. Adiabatic nanofocusing of few-cycle light pulses [117] is one of the potential building blocks, where a few-cycle pulse can efficiently be coupled to the SPP of a sharp metallic nanotip, allowing to confine electromagnetic fields down to the nanometer scale with giant near-field intensities [118] [119] [120] [121] . Under the same nanotip geometry, the lightwave-controllable ultrafast current source from strong-field photoemission of nanostructures, as discussed above [105, 106] , may also play a role so that a combination of these two elements can be designed to scale the entire circuitry down to the nanometer scale. One possible route towards THz repetition rate few-cycle light waveforms, would be the use of mode-locked quantum cascade lasers [122] [123] [124] or solitons in microresonators [125] [126] [127] , which currently provide repetition rates from GHz up to several THz. Their development is also fueled by possible applications in frequency comb spectroscopy [128, 129] . Since a laser source with such high repetition rate (f rep ) requires a small resonator length (L = c/f rep , where c is the speed of light), and integrated on-chip high repetition rate laser sources have been demonstrated [130] .
We think that all building blocks for PHz integrated electronics would be available and we believe that bringing them together has the potential to revolutionize elec-tronics.
ATTOSECOND NANOSCOPY

Attosecond photoemission electron microscopy
The principle of the attosecond-resolved photoemission electron microscope (Atto-PEEM) is shown in Fig. 4(a) . A laser pulse with a properly selected central wavelength (optical light field in the range from UV to NIR) is used to photoexcite collective oscillations in nanoplasmonic structures; A co-propagating isolated attosecond XUV pulse hits the same nanostructures with a certain time delay ∆t. Photoemitted electrons induced by the XUV pulse are spatially imaged by the energy-resolved time-of-flight photoemission electron microscope allowing nanometer spatial resolution. Since the recorded electron energy depends on the localized near-field around the nanostructure from the time of photoemission, the delay dependent electron energy spectrum reveals the dynamics of the local plasmonic field oscillations driven by the incident optical light field [59, 139] . In this way, both attosecond temporal resolution and nanometer spatial resolution can be achieved and attosecond nanoscopy realized.
Theoretical studies have shown that, since the photoemitted electrons from nanostructures can escape the near-field within an optical cycle, the recorded electron energy distribution in this case directly probes the electric near-field (the 'instantaneous regime') [59, [140] [141] [142] [143] [144] [145] [146] . This is in contrast to the conventional attosecond streaking spectroscopy technique, where photoionized electrons from gases experience a quasi-homogeneous field of the NIR pulse and probe the vector potential of the optical light field (the 'ponderomotive regime') [147] . These two regimes can be characterized by an adiabaticity parameter δ = T esc /T opt , where T opt is the optical period and T esc is the escape time of the electron [148] . Therefore, the interpretation of streaking traces of nanoscopic nearfields requires some prior knowledge of the spatial scale of the near-field itself. Experimentally, only one study has so far demonstrated the reconstruction of nanoscale near-fields of a tapered gold nanotip [45] , which, however, lacked the direct spatial resolution. Therefore, extensive numerical simulations of the electric field distributions around the nanostructure were still necessary to interpret the results. Moreover, since the focal spot of the XUV is usually much larger ( µm 2 ) than the nanoscopic region of interest, typically just the hotspot of the nanostructure ( nm 2 ), only a small portion of the total electron yield is expected to contribute to the signal.
The Atto-PEEM technique, in principle, inherits the limitations of contemporary photoemission electron microscopy (PEEM) using XUV attosecond pulse trains from HHG of gases by kHz laser sources [131, 135] . Specifically, space-charge repulsion effects on sample surface as well as in the detector, limit the admissible number of emitted electrons per pulse and thus its spatial resolution. Fig. 4(c) shows one of the examples of gold plasmonic nanostructures images collected by time-of-flightphotoemission electron microscopy (TOF-PEEM). The XUV pulses are produced from HHG of neon gas target using a kHz repetition rate laser system. Increasing the gas pressure leads to an enhanced photon flux. With the same exposure time, at 70 mbar, the image become blurred due to the space-charge effects on sample surface and within the electron optics of the detector. Additionally, at 90 and 100 mbar, multiple hits on the detector create artifacts, which further reduce the image quality. Therefore, the repetition rate of kHz laser sources for HHG has become one of the major obstacles that hinders the successful implementation of Atto-PEEM: with these sources, one would need to reduce the HHG flux to levels so low that extremely long data-acquisition time (on the order of several days to a week) is necessary to reach sufficient statistics. This makes experiments impossible, since laser-stability and possible surface contamination limit the achievable acquisition time to typically just several hours.
With the development of HHG sources with MHz repetition rates, which are fueled by similar needs in conventional solid-state photoemission (e.g. [149, 150] ) and XUV frequency comb spectroscopy [151] , we expect that the space-charge limitation can soon be overcome. Current techniques are based on enhancement cavities [138, [151] [152] [153] [154] [155] or single-pass systems either using optical parametric amplification (OPA) [156, 157] or nonlinear compression of laser pulses [158] , all of which require few-cycle laser pulses with high average powers in the generation target. This is necessary since, firstly, HHG in atoms is an extremely nonlinear process which requires at least several tens of µJ pulse energy and, secondly, conversion efficiencies from the laser pulse to the HHG radiation are small, typically in the range of 10 −5 -10 −6 [157] . Furthermore, in order to control the HHG process and generate isolated attosecond pulses, it is essential to have a tight waveform control of the laser pulses, particularly in terms of the CEP.
Enhancement cavities allow up to several kW of average power at MHz repetition rate for the generation of high-order harmonics inside the cavity. This is possible because the laser pulse is effectively reused for subsequent roundtrips. Outcoupling of the HHG radiation can either be done using pierced mirrors [132] , gratings [138] or Brewster plates [153] . A schematic illustration of HHG in enhancement cavities is shown in Fig. 4(b) , together with the TOF-PEEM setup. Recently, high flux XUV pulse trains with MHz repetition rate generated from an enhancement cavity have been reported and its application to attosecond-resolved experiments on solid surface exhibits the advantage of reducing integration times from days to minutes, see Fig. 4 (e) [132] . However, a central challenge still remains in this technique: so far it only delivers attosecond pulse trains, since traditional gating techniques are difficult to apply. On the one hand, the circulating laser pulses inside the cavity are usually longer than few-cycle pulses because of the limited bandwidth of the cavities [159] ; on the other hand, other gating schemes designed to work with longer pulses, such as polarization gating, are hard to implement in cavity-based schemes. Nevertheless, concepts are being developed towards the generation of isolated attosecond pulses [160] .
Single-pass systems can provide few-cycle pulses at only several tens to hundreds of watts in average power [157, 158] . Here, Yb-based systems have largely replaced Ti:Sapphire lasers, since they can deliver much higher average powers (albeit with lower bandwidths, which makes spectral broadening and amplification schemes necessary). In the OPA approach, a spectrally broad pulse, either from a broadband source or obtained from pulse broadening in bulk crystal, is amplified by an optical parametric process. Since the parametric process only couples to virtual energy levels in the gain material, the amplification bandwidth can be tuned by the thickness and phase-mismatch of the crystals. Moreover, the amplification process does not intrinsically require the absorption of any fraction of the photon energy in the crystal [101] , therefore, the heating load can be minimized, allowing for much higher average powers than e.g. with Ti:Sa systems. Nevertheless, there is still some (regular) absorption of the interacting waves, which leads to residual heating and thermal stress and ultimately limits the achievable average power [161] . In the other approach of nonlinear compression, a highenergy laser pulse is broadened via self-phase modulation in a nonlinear medium, typically a hollow-core fibre filled with a noble gas, which is already a well-established technique in attosecond physics. Although cooling of the fibres can be necessary [162] , this concept seems to allow considerably higher average powers when compared to OPA [158] . Both of these single-pass concepts allow the generation of few-cycle pulses, and they are not restricted with respect to gating schemes; indeed, the generation of HHG radiation supporting single isolated pulses at 0.6 MHz based on an optical parametric chirped-pulse amplification (OPCPA) system has been reported [163] . However, higher average power and repetition rate is still desirable for the application to Atto-PEEM. A comparison of the different HHG sources applied to photoemission in terms of emitted photoelectrons per second is shown in Fig. 4(d) . At present, enhancement cavities deliver the highest space-charge limited photoelectron flux among all XUV sources thanks to their high repetition rate, while single-pass systems have the potential to catch up in the future. It will also be interesting to see if solid state HHG might become a suitable alternative.
A successful implementation of these new HHG sources will push forward the development of Atto-PEEM for attosecond nanoscopy. The new metrology techniques with the ability to measure electromagnetic fields on the attosecond temporal and nanometer spatial scale could not only allow to probe new phenomena on the nanoscale, but ultimately benefit the development of petahertz electronics, in particular with respect to ultrafast switches or plasmonic circuitry.
Ultrafast electron pulses and applications
The studies of strong-field electron emission from nanotips, that comprise an important pillar in attosecond nanophysics, were initially motivated by the search for new ultrafast electron sources [55] , and nanotip-based electron sources are now being used in several applications, including transmission electron microscopy (TEM), ultrafast low-energy electron diffraction (ULEED) and point-projection microscopy [66, 164, 165] . Besides that, other schemes that use conventional photo-cathodes have also demonstrated ultrafast electron pulses [166] . Compared to the laser pulses, ultrafast electron pulses do not only carry the high temporal resolution but also have the advantage of possessing a high momentum at relatively low energies, which allows, in principle, for ångstrom spatial resolution. However, two disadvantages result from the use of electrons: first, Coulomb repulsion effects could be significant, when short electron pulses get focused to small spots; secondly, vacuum propagation is dispersive for electrons, which leads to an increase of the electron pulse duration as different kinetic energies travel with different speed. Therefore, the chirped electron pulses need to be simultaneously focused in space and time, which requires special and stringent compression schemes.
Practically, in order to achieve a short electron pulse duration at the sample, two different approaches have been adopted. The first approach is to minimize the distance between the source -in this case, nanotips -and the sample, so that there is a minimal increase in the electron pulse duration from the generation target to the sample; source-to-sample distances as short as 2.7 µm have been reported [164] . In this scheme, it is important to avoid sample excitation caused by the generating laser pulse, and this can be done by nanofocusing of propagating plasmons at the tip apex, as discussed above, with the laser driver coupled to the nanotip via a grating at the shank. The other approach is to employ an additional electron pulse compression stage. The current state of the art is to use nanofoils and THz laser pulses with the electrons incident at an oblique angle, such that the electrons, depending on the timing between them and a given half-cycle of the laser field, are either accelerated or decelerated [167] . This can be used to compress or stretch the electron pulses.
If compression schemes are used, a method is needed to measure the electron pulse length and determine the optimal compression parameters. A similar arrangement as in the nanofoil compression can be used to either change the electron kinetic energy [168] or the propagation direction [166] depending on the delay between the electron and laser pulses, which allows attosecond temporal resolution. Indeed, attosecond electron pulse trains have been generated and characterized with this method [79, 169] , as shown in Fig. 5(a) -(c). Attosecond electron pulse trains are generated at a nanofoil by modulating the electrons' phase via a laser pulse, which leads to sidebands in the kinetic energy spaced by multiples of the photon order. At a second nanofoil, the electrons interact with a de- layed replica of the first laser pulse and, depending on the relative phase of the two laser pulses, the sidebands are either enhanced or reduced (see panel (b)). From this the quantum state of the electron pulse, and especially its temporal duration, can be reconstructed, as shown in panel (c). In a proof-of-principle experiment, attosecond electron pulse trains have been applied to measure the relative delay of the deflectograms of Bragg diffraction spots of silicon and found a delay of around 10 as for certain spots [169] . Numerical simulations have shown that, for single isolated attosecond pulses in similar experiments, the whole charge dynamics of e.g. graphene could potentially be reconstructed [170] .
Electronic dynamics in nanostructured samples can be probed by using an ultrafast laser pump-electron pulse probe experimental scheme, where the photoinduced electron dynamics is recorded with extremely high spatial resolutions. It has been shown that using a THz pulse derived from the same laser for electron generation and sample excitation generally leads to extremely low timing jitter [166] . In point projection microscopy experiments, spatial and temporal resolutions down to tens of nanometers and 25 fs could be demonstrated [164] , which allowed the measurement of photo-induced ultrafast electric currents in semi-conductor nanowires [66] or the space-charge separation on a plasmonic nanoantenna after photoemission [164] . Here, since no electron pulse compression is employed, the temporal resolution is limited by the dispersion of the electron pulse from the source to the sample. By using electron diffraction, the atomic lattice dynamics can be probed. Using a modified transmission electron microscope, without additional pulse compression, structural phase transitions associated with charge density waves [171] or the dynamics of acoustic waves in graphite films [172] could be measured with a temporal resolution of only about 1 ps. With electron pulses compression schemes that generate attosecond pulse trains, the measurement of Bragg diffraction spots with a resolution on the order of ten attoseconds is possible [169] . Since electrons are sensitive to electromagnetic fields, ultrafast electron pulses have been used to reconstruct the local plasmonic field induced by THz light on single microresonator with sub-100 fs and fewmicron resolution [78] . The setup for this experiment is shown in Fig. 5(d) , consisting of the above-mentioned elements for electron pulse generation, compression and the intrinsically synchronized pump-probe scheme. The reconstructed field distribution inside the microresonator at certain time delay is shown in panel (e) together with the measured transmitted electron signal after the sample in panel (f), as well as the dynamics of the electric field components at two selected points inside the microresonator, in panel (g).
So far electron pulse durations in electron microscope setups are on the order of few tens of femtoseconds. The attosecond pulse trains, as shown above, could be used to probe periodic dynamics. However, in order to probe more complex electronic dynamics or to fully reconstruct electromagnetic fields with frequencies up to PHz scales, isolated attosecond electron pulses are needed. To achieve this, the use of compression schemes seems unavoidable. In this case, stronger THz fields would be beneficial, as well as a cascade of different compression stages with different laser frequencies. We believe that electron-pulse based techniques, thanks to their excellent spatial resolution and the well-established methodology in static modes of operation, could offer a substantial potential for both fundamental research as well as attosecond nanoscopy applications in material and surface analysis. Since they can measure both electric near-fields as well as charge dynamics, they hold the promise to also become an exceptional analytical tool in the development of light-driven peta-hertz electronics.
CONCLUSIONS
Thanks to the tremendous advances that have been made in the field of attosecond nanophysics over the past few years, the research is now in a position to expect several promising technological applications. In this perspective, we have discussed metrology for petahertz electronics applications including HHG and ultrafast current in nanostructured solids, as well as the development of attosecond metrology for nanoscopy, including Atto-PEEM and ultrafast electron pulses. We have pointed out the major challenges of each topics, and their avenues of further development.
